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1. Introduction

Within a conference, some applications need to manage the access to a set of shared resources,
such as the right to send media to a particular media session. Floor control enables such
applications to provide users with coordinated (shared or exclusive) access to these resources.

The Requirements for Floor Control Protocol [18] list a set of requirements that need to be met by
floor control protocols. The Binary Floor Control Protocol (BFCP), which is specified in this
document, meets these requirements.

In addition, BFCP has been designed so that it can be used in low-bandwidth environments. The
binary encoding used by BFCP achieves a small message size (When message signatures are not
used) that keeps the time it takes to transmit delay-sensitive BFCP messages to a minimum.
Delay-sensitive BFCP messages include FloorRequest, FloorRelease, FloorRequestStatus, and
ChairAction. It is expected that future extensions to these messages will not increase the size of
these messages in a significant way.
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The remainder of this document is organized as follows: Section 2 defines the terminology used
throughout this document, Section 3 discusses the scope of BFCP (i.e., which tasks fall within the
scope of BFCP and which ones are performed using different mechanisms), Section 4 provides a
non-normative overview of BFCP operation. The subsequent sections provide the normative
specification of BFCP. Section 16 summarizes changes from RFC 4582 [3].

2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [1] [10] when, and only when, they appear in all capitals, as
shown here.

Media Participant: An entity that has access to the media resources of a conference (e.g., it can
receive a media stream). In floor-controlled conferences, a given media participant is
typically co-located with a floor participant, but it does not need to be. Third-party floor
requests consist of having a floor participant request a floor for a media participant when
they are not co-located. The protocol between a floor participant and a media participant (that
are not co-located) is outside the scope of this document.

Client: A floor participant or a floor chair that communicates with a floor control server using
BFCP.

Floor: A temporary permission to access or manipulate a specific shared resource or set of
resources.

Floor Chair: A logical entity that manages one floor (grants, denies, or revokes a floor). An
entity that assumes the logical role of a floor chair for a given transaction may assume a
different role (e.g., floor participant) for a different transaction. The roles of floor chair and
floor participant are defined on a transaction-by-transaction basis. BFCP transactions are
defined in Section 8.

Floor Control: A mechanism that enables applications or users to gain safe and mutually
exclusive or non-exclusive input access to the shared object or resource.

Floor Control Server: A logical entity that maintains the state of the floor(s), including which
floors exists, who the floor chairs are, who holds a floor, etc. Requests to manipulate a floor
are directed at the floor control server. The floor control server of a conference may perform
other logical roles (e.g., floor participant) in another conference.

Floor Participant: A logical entity that requests floors, and possibly information about them,
from a floor control server. An entity that assumes the logical role of a floor participant for a
given transaction may assume a different role (e.g., a floor chair) for a different transaction.
The roles of floor participant and floor chair are defined on a transaction-by-transaction basis.
BFCP transactions are defined in Section 8. In floor-controlled conferences, a given floor
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participant is typically co-located with a media participant, but it does not need to be. Third-
party floor requests consist of having a floor participant request a floor for a media
participant when they are not co-located.

Participant: An entity that acts as a floor participant, as a media participant, or as both.

BFCP Connection: A transport association between BFCP entities, used to exchange BFCP
messages.

Transaction Failure Window: When communicating over an unreliable transport, this is some

period of time less than or equal to T1*2% (see Section 8.3). For reliable transports, this period
of time is unbounded.

3. Scope

As stated earlier, BFCP is a protocol to coordinate access to shared resources in a conference
following the requirements defined in [18]. Floor control complements other functions defined in
the Centralized Conferencing (XCON) Framework [19]. The floor control protocol BFCP defined in
this document only specifies a means to arbitrate access to floors. The rules and constraints for
floor arbitration and the results of floor assignments are outside the scope of this document and
are defined by other protocols [19].

Figure 1 shows the tasks that BFCP can perform.

" I
I I
Notification | | Decision
I I
I I
Floor | v
t---mmmm - + Request +--------- + t--mmmmme - +
| Floor |-========-- >| Floor | Notification | Floor
| Participant | | Control |------------- >| Participant |
| SRR | Server | | |
Pocooooososoos + Granted or +--------- + Poocooooosooos +
Denied

Figure 1: Functionality provided by BFCP
BFCP provides a means:

» for floor participants to send floor requests to floor control servers.

» for floor control servers to grant or deny requests to access a given resource from floor
participants.
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« for floor chairs to send floor control servers decisions regarding floor requests.

« for floor control servers to keep floor participants and floor chairs informed about the status
of a given floor or a given floor request.

Even though tasks that do not belong to the previous list are outside the scope of BFCP, some of
these out-of-scope tasks relate to floor control and are essential for creating floors and
establishing BFCP connections between different entities. In the following subsections, we
discuss some of these tasks and mechanisms to perform them.

3.1. Floor Creation

The association of a given floor with a resource or a set of resources (e.g., media streams) is out
of the scope of BFCP as described in [19]. Floor creation and termination are also outside the
scope of BFCP; these aspects are handled using the conference control protocol for manipulating
the conference object. Consequently, the floor control server needs to stay up to date on changes
to the conference object (e.g., when a new floor is created).

Conference control clients using Centralized Conferencing Manipulation Protocol (CCMP) [23]
can specify such floor-related settings in the <floor-information> element [22] of the to-be
created conference object provided in the body of a CCMP confRequest/create message issued to
the conference control server.

3.2. Obtaining Information to Contact a Floor Control Server

A client needs a set of data in order to establish a BFCP connection to a floor control server.
These data include the transport address of the server, the conference identifier, and a user
identifier.

Clients can obtain this information in different ways. One is to use a Session Description Protocol
(SDP) offer/answer [17] exchange, which is described in [12]. How to establish a connection to a
BFCP floor control server is outside the context of an offer/answer exchange when using a
reliable transport is described in [4]. Other mechanisms are described in the XCON Framework
[19] (and other related documents). For unreliable transports, the use of an SDP offer/answer
exchange is the only specified mechanism.

3.3. Obtaining Floor-Resource Associations

Floors are associated with resources. For example, a floor that controls who talks at a given time
has a particular audio session as its associated resource. Associations between floors and
resources are part of the conference object.

Floor participants and floor chairs need to know which resources are associated with which
floors. They can obtain this information by using different mechanisms, such as an SDP offer/
answer [17] exchange. How to use an SDP offer/answer exchange to obtain these associations is
described in [12].

Camarillo, et al. Standards Track Page 9



RFC 8855 BFCP January 2021

Note that floor participants perform SDP offer/answer exchanges with the
conference focus of the conference. So, the conference focus needs to obtain
information about associations between floors and resources in order to be able to
provide this information to a floor participant in an SDP offer/answer exchange.

Other mechanisms for obtaining this information, including discussion of how the information is
made available to a (SIP) focus, are described in the XCON Framework [19] (and other related
documents). According to the conferencing system policies, conference control clients using
CCMP [23] can modify the floor settings of a conference by issuing CCMP confRequest/update
messages providing the specific updates to the <floor-information> element of the target
conference object. More information about CCMP and BFCP interaction can be found in [24].

3.4. Privileges of Floor Control

A participant whose floor request is granted has the right to use the resource or resources
associated with the floor that was requested. For example, the participant may have the right to
send media over a particular audio stream.

Nevertheless, holding a floor does not imply that others will not be able to use its associated
resources at the same time, even if they do not have the right to do so. Determination of which
media participants can actually use the resources in the conference is discussed in the XCON
Framework [19].

4. Overview of Operation

This section provides a non-normative description of BFCP operations. Section 4.1 describes the
interface between floor participants and floor control servers, and Section 4.2 describes the
interface between floor chairs and floor control servers.

BFCP messages, which use a TLV (Type-Length-Value) binary encoding, consist of a COMMON-
HEADER followed by a set of attributes. The COMMON-HEADER contains, among other
information, a 32-bit conference identifier. Floor participants, media participants, and floor
chairs are identified by 16-bit user identifiers.

BFCP supports nested attributes (i.e., attributes that contain attributes). These are referred to as
grouped attributes.

There are two types of transactions in BFCP: client-initiated transactions and server-initiated

transactions. Section 8 describes both types of transactions in detail.

4.1. Floor Participant to Floor Control Server Interface

Floor participants request a floor by sending a FloorRequest message to the floor control server.
BFCP supports third-party floor requests. That is, the floor participant sending the floor request
need not be co-located with the media participant that will get the floor once the floor request is
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granted. FloorRequest messages carry the identity of the requester in the User ID field of the
COMMON-HEADER, and the identity of the beneficiary of the floor (in third-party floor requests)
in a BENEFICIARY-ID attribute.

Third-party floor requests can be sent, for example, by floor participants that have a
BFCP connection to the floor control server but that are not media participants (i.e.,
they do not handle any media).

FloorRequest messages identify the floor or floors being requested by carrying their 16-bit floor
identifiers in FLOOR-ID attributes. If a FloorRequest message carries more than one floor
identifier, the floor control server treats all the floor requests as an atomic package. That is, the
floor control server either grants or denies all the floors in the FloorRequest message.

Floor control servers respond to FloorRequest messages with FloorRequestStatus messages,
which provide information about the status of the floor request. The first FloorRequestStatus
message is the response to the FloorRequest message from the client, and therefore has the same
Transaction ID as the FloorRequest.

Additionally, the first FloorRequestStatus message carries the Floor Request ID in a FLOOR-
REQUEST-INFORMATION attribute. Subsequent FloorRequestStatus messages related to the same
floor request will carry the same Floor Request ID. This way, the floor participant can associate
them with the appropriate floor request.

Messages from the floor participant related to a particular floor request also use the same Floor
Request ID as the first FloorRequestStatus message from the floor control server.

Figure 2 and Figure 3 show examples of call flows where BFCP is used over a reliable transport.
Appendix A shows the same call flow examples using an unreliable transport.

Figure 2 shows how a floor participant requests a floor, obtains it, and, at a later time, releases it.
This figure illustrates the use, among other things, of the Transaction ID and the FLOOR-
REQUEST-ID attribute.
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Floor Participant Floor Control
Server
| (1) FloorRequest
| Transaction ID: 123
|[User ID: 234
| FLOOR-ID: 543

I
I
I
|
| (2) FloorRequestStatus

| Transaction ID: 123 |
|[User ID: 234 |
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 789

| OVERALL-REQUEST-STATUS

| Request Status: Pending |
| FLOOR-REQUEST-STATUS

| Floor ID: 543 |
I
I

Q-

I
| (3) FloorRequestStatus

| Transaction ID: @ |
|User ID: 234 |
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 789
| OVERALL-REQUEST-STATUS

| Request Status: Accepted |
| Queue Position: 1st

| FLOOR-REQUEST-STATUS

| Floor ID: 543 |
I
I

et

I
| (4) FloorRequestStatus

| Transaction ID: @ |
|User ID: 234 |
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 789
| OVERALL-REQUEST-STATUS

| Request Status: Granted |
| FLOOR-REQUEST-STATUS

| Floor ID: 543 |
I
I

e e e e e e - |

| (5) FloorRelease

| Transaction ID: 154
|[User ID: 234

| FLOOR-REQUEST-ID: 789

| Transaction ID: 154
|[User ID: 234
| FLOOR-REQUEST-INFORMATION
Floor Request ID: 789
OVERALL-REQUEST-STATUS
Request Status: Released

|
|
|
|
|
|
| (6) FloorRequestStatus
|
|
|
|
|
FLOOR-REQUEST-STATUS
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| Floor ID: 543 |

Figure 2: Requesting and releasing a floor

Figure 3 shows how a floor participant requests to be informed on the status of a floor. The first
FloorStatus message from the floor control server is the response to the FloorQuery message and,
as such, has the same Transaction ID as the FloorQuery message.

Subsequent FloorStatus messages consist of server-initiated transactions, and therefore their
Transaction ID is 0 given this example uses a reliable transport. FloorStatus message (2) indicates
that there are currently two floor requests for the floor whose Floor ID is 543. FloorStatus
message (3) indicates that the floor requests with Floor Request ID 764 has been granted, and the
floor request with Floor Request ID 635 is the first in the queue. FloorStatus message (4) indicates
that the floor request with Floor Request ID 635 has been granted.
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Floor Participant Floor Control
Server
| (1) FloorQuery
| Transaction ID: 257
|[User ID: 234
| FLOOR-ID: 543

I
I
I
I
I I
| (2) FloorStatus
| Transaction ID: 257 |
|[User ID: 234 |
| FLOOR-ID:543
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 764
| OVERALL-REQUEST-STATUS
| Request Status: Accepted |
| Queue Position: 1st
| FLOOR-REQUEST-STATUS
| Floor ID: 543 |
| BENEFICIARY-INFORMATION
| Beneficiary ID: 124 |
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 635
| OVERALL-REQUEST-STATUS
| Request Status: Accepted |
| Queue Position: 2nd
| FLOOR-REQUEST-STATUS
| Floor ID: 543 |
| BENEFICIARY-INFORMATION
| Beneficiary ID: 154 |
I
I

e ki i TR

I
| (3) FloorStatus
| Transaction ID: © |
|User ID: 234 |
| FLOOR-ID:543
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 764
| OVERALL-REQUEST-STATUS
| Request Status: Granted |
| FLOOR-REQUEST-STATUS
| Floor ID: 543 |
| BENEFICIARY-INFORMATION
| Beneficiary ID: 124 |
| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 635
| OVERALL-REQUEST-STATUS
| Request Status: Accepted |
| Queue Position: 1st
| FLOOR-REQUEST-STATUS
| Floor ID: 543 |
| BENEFICIARY-INFORMATION
| Beneficiary ID: 154 |
I
I
I
I

Qo -

I
(4) FloorStatus
Transaction ID: ©
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|[User ID: 234

| FLOOR-ID:543

| FLOOR-REQUEST-INFORMATION
| Floor Request ID: 635

| OVERALL-REQUEST-STATUS

| Request Status: Granted
| FLOOR-REQUEST-STATUS

| Floor ID: 543

| BENEFICIARY-INFORMATION

| Beneficiary ID: 154
I

Figure 3: Obtaining status information about a floor

FloorStatus messages contain information about the floor requests they carry. For example,
FloorStatus message (4) indicates that the floor request with Floor Request ID 635 has as the
beneficiary (i.e., the participant that holds the floor when a particular floor request is granted)
the participant whose User ID is 154. The floor request applies only to the floor whose Floor ID is
543. That is, this is not a multi-floor floor request.

A multi-floor floor request applies to more than one floor (e.g., a participant wants
to be able to speak and write on the whiteboard at the same time). The floor control
server treats a multi-floor floor request as an atomic package. That is, the floor
control server either grants the request for all floors or denies the request for all
floors.

4.2. Floor Chair to Floor Control Server Interface

Figure 4 shows a floor chair instructing a floor control server to grant a floor.

Note, however, that although the floor control server needs to take into
consideration the instructions received in ChairAction messages (e.g., granting a
floor), it does not necessarily need to perform them exactly as requested by the floor
chair. The operation that the floor control server performs depends on the
ChairAction message and on the internal state of the floor control server.

For example, a floor chair may send a ChairAction message granting a floor that was requested
as part of an atomic floor request operation that involved several floors. Even if the chair
responsible for one of the floors instructs the floor control server to grant the floor, the floor
control server will not grant it until the chairs responsible for the other floors agree to grant
them as well. In another example, a floor chair may instruct the floor control server to grant a
floor to a participant. The floor control server needs to revoke the floor from its current holder
before granting it to the new participant.

So, the floor control server is ultimately responsible for keeping a coherent floor state using
instructions from floor chairs as input to this state.
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Floor Chair Floor Control
Server

| (1) ChairAction
| Transaction ID: 769
|User ID: 357
| FLOOR-REQUEST-INFORMATION
Floor Request ID: 635
FLOOR-REQUEST-STATUS
Floor ID: 543
Request Status: Granted

I

| (2) ChairActionAck
| Transaction ID: 769
|[User ID: 357

Figure 4: Chair instructing the floor control server

5. Packet Format

January 2021

BFCP packets consist of a 12-octet COMMON-HEADER followed by attributes. All the protocol

values MUST be sent in network byte order.

5.1. COMMON-HEADER Format
The following is the format of the COMMON-HEADER.

0 1 2

3

0123456789061 2345678906123456789801

Fot-t—t-t—+
| Ver |R|F|
+-t-t-t-+-+
| Conference ID

+
| Primitive |
+

e S T e S R ST T T e e e ot =

| Transaction ID | User ID

+> d—t—t-t-t-t-t—F—F—F-t-F-F-t-Ft—F—F—F—t-F-t -+t —F—+-+-

| | Fragment Offset (if F is set) | Fragment Length (if

I e e S e s T At SO N S A S S e

+---- These fragment fields are never present
when using reliable transports

Figure 5: COMMON-HEADER format

Ver: This 3-bit field defines the version of BFCP to which this message adheres. This

+

+
F

-ttt -t —F—F—F—F—+—+—+-
Payload Length
B T T ek ik et T S EE SR A U R S e

—+-t-+-+-

—4—t—t+-+-
is set)
——t—t—t-

+— +— +— +— +

specification defines two versions: 1 and 2. The version field MUST be set to 1 when using
BFCP over a reliable transport. The version field MUST be set to 2 when using BFCP over an
unreliable transport. If a floor control server receives a message with an unsupported version
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field value or a message with a version number that is not permitted with the transport over
which it was received, the server MUST indicate it does not support the protocol version by
sending an Error message with parameter value 12 (Unsupported Version). Note that BECP
entities supporting only the [3] subset will not support this parameter value.

R: The Transaction Responder (R) flag bit has relevance only for use of BFCP over an unreliable
transport. When cleared, it indicates that this message is a request initiating a new
transaction, and the Transaction ID that follows has been generated for this transaction.
When set, it indicates that this message is a response to a previous request, and the
Transaction ID that follows is the one associated with that request. When BFCP is used over a
reliable transport, the flag has no significance and MUST be cleared by the sender and MUST
be ignored by the receiver.

F: The Fragmentation (F) flag bit has relevance only for use of BFCP over an unreliable
transport. When cleared, the message is not fragmented. When set, it indicates that the
message is a fragment of a large, fragmented BFCP message. (The optional fields Fragment
Offset and Fragment Length described below are present only if the F flag is set). When BFCP
is used over a reliable transport, the flag has no significance and MUST be cleared by the
sender, and the flag MUST be ignored by the receiver. In the latter case, the receiver should
also ignore the Fragment Offset and Fragment Length fields when processing the COMMON-
HEADER.

Res: The 3 bits in the reserved field MUST be set to zero by the sender of the message and MUST
be ignored by the receiver.

Primitive: This 8-bit field identifies the main purpose of the message. The following primitive
values are defined:

Value Primitive Direction

1 FloorRequest P->S

2 FloorRelease P->§S

3 FloorRequestQuery P->S;Ch->S
4 FloorRequestStatus P<S;Chx<-S
5 UserQuery P->S;Ch->S
6 UserStatus P<-S;Ch<-S
7 FloorQuery P->S;Ch->S

S: Floor Control Server
P: Floor Participant
Ch: Floor Chair
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Value

10

11

12

13

14

15

16

17

BFCP

Primitive

FloorStatus
ChairAction
ChairActionAck

Hello

HelloAck

Error
FloorRequestStatusAck
FloorStatusAck
Goodbye

GoodbyeAck

S: Floor Control Server
P: Floor Participant
Ch: Floor Chair

Table 1: BFCP primitives

January 2021

Direction

P<-S;Ch<-S

Ch->S

Ch<-S

P->S;Ch->S

P<S;Chx<-S§

P<-S;Ch<-S

P->S;Ch->S

P->S;Ch->S
P->S;Ch->S;P<-S;Ch<-S

P->S;Ch->S;P<-S;Ch<-§S

Payload Length: This 16-bit field contains the length of the message in 4-octet units, excluding
the COMMON-HEADER. If a floor control server receives a message with an incorrect Payload
Length field value, the receiving server MUST send an Error message with parameter value 13
(Incorrect Message Length) to indicate this and then discard the message. Other entities that
receive a message with an incorrect length MUST discard the message.

Note: BFCP is designed to achieve small message size, as explained in Section 1, and
BFCP entities are REQUIRED to keep the BFCP message size smaller than the size
limited by the 16-bit Payload Length field. To convey information not strictly related
to floor control, other protocols should be used, such as the XCON Framework (cf.

Section 3).

Conference ID: This 32-bit unsigned integer field identifies the conference to which the message
belongs. It is RECOMMENDED that the conference identifier be randomly chosen. (Note that
the use of predictable conference identifiers in conjunction with a nonsecure transport
protocol makes BFCP susceptible to off-path data injection attacks, where an attacker can
forge a request or response message.)
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Transaction ID: This field contains a 16-bit value that allows users to match a given message
with its response (see Section 8).

User ID: This field contains a 16-bit unsigned integer that uniquely identifies a participant
within a conference.

The identity used by a participant in BFCP, which is carried in the User ID field, is
generally mapped to the identity used by the same participant in the session
establishment protocol (e.g., in SIP). The way this mapping is performed is outside
the scope of this specification.

Fragment Offset: This optional field is present only if the F flag is set and contains a 16-bit value
that specifies the number of 4-octet units contained in previous fragments, excluding the
COMMON-HEADER.

Fragment Length: This optional field is present only if the F flag is set and contains a 16-bit
value that specifies the number of 4-octet units contained in this fragment, excluding the
COMMON-HEADER. BFCP entities that receive message fragments that, individually or
collectively, exceed the Payload Length value MUST discard the message. Additionally, if the
receiver is a floor control server, it MUST also send an Error message with parameter value 13
(Incorrect Message Length)

5.2. Attribute Format

BFCP attributes are encoded in TLV (Type-Length-Value) format. Attributes are 32-bit aligned.

0 1 2 3
012345678901 234567890123456789201
ottt -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F—F—F-F-F—F+-+-
| Type [M] Length |
S S S S L S A S S
I

+

I

|

/ Attribute Contents /
/ /
I I
+

B I e I e e et Tl e o el e St Tl e o el EE S Tl e T

Figure 6: Attribute format

Type: This 7-bit field contains the type of the attribute. Each attribute, identified by its type, has
a particular format. The attribute formats defined are:

Unsigned16: The contents of the attribute consist of a 16-bit unsigned integer.
OctetString16: The contents of the attribute consist of 16 bits of arbitrary data.

OctetString: The contents of the attribute consist of arbitrary data of variable length.
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Grouped: The contents of the attribute consist of a sequence of attributes.

Note that extension attributes defined in the future may define new attribute
formats.

The following attribute types are defined:

Type Attribute Format
1 BENEFICIARY-ID Unsigned16
2 FLOOR-ID Unsigned16
3 FLOOR-REQUEST-ID Unsigned16
4 PRIORITY OctetString16
S REQUEST-STATUS OctetString16
6 ERROR-CODE OctetString
7 ERROR-INFO OctetString

8 PARTICIPANT-PROVIDED-INFO OctetString

9 STATUS-INFO OctetString
10 SUPPORTED-ATTRIBUTES OctetString
11 SUPPORTED-PRIMITIVES OctetString
12 USER-DISPLAY-NAME OctetString
13 USER-URI OctetString
14 BENEFICIARY-INFORMATION Grouped

15 FLOOR-REQUEST-INFORMATION  Grouped
16 REQUESTED-BY-INFORMATION Grouped
17 FLOOR-REQUEST-STATUS Grouped

18 OVERALL-REQUEST-STATUS Grouped
Table 2: BFCP attributes
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The 'M' bit, known as the Mandatory bit, indicates whether support of the attribute is
REQUIRED. If a floor control server receives an unrecognized attribute with the 'M' bit set, the
server MUST send an Error message with parameter value 4 (Unknown Mandatory Attribute)
to indicate this. The "M’ bit is significant for extension attributes defined in other documents
only. All attributes specified in this document MUST be understood by the receiver so that the
setting of the 'M' bit is irrelevant for these. Unrecognized attributes, such as those that might
be specified in future extensions, that do not have the 'M' bit set are ignored, but the message
is processed.

Length: This 8-bit field contains the length of the attribute in octets, excluding any padding
defined for specific attributes. The length of attributes that are not grouped includes the Type,
'M' bit, and Length fields. The Length in grouped attributes is the length of the grouped
attribute itself (including Type, 'M' bit, and Length fields) plus the total length (including
padding) of all the included attributes.

Attribute Contents: The contents of the different attributes are defined in the following sections.

5.2.1. BENEFICIARY-ID
The following is the format of the BENEFICIARY-ID attribute.

0 1 2 3
0123456789012345678901234567189201
s S e s s s e e R S e T e
|6 0600001 MOOOOOB10 0] Beneficiary ID |
t-t—t-t-t-t-t-t—F—F—t-t-t-t-t-F—F—F—t-t-t-t-t-F—F—F—F-F-+-+-+-+-+

Figure 7: BENEFICIARY-ID format

Beneficiary ID: This field contains a 16-bit value that uniquely identifies a user within a
conference.

Note that although the formats of the Beneficiary ID and of the User ID field in the
COMMON-HEADER are similar, their semantics are different. The Beneficiary ID is
used in third-party floor requests and to request information about a particular
participant.

5.2.2. FLOOR-ID
The following is the format of the FLOOR-ID attribute.
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0 1 2 3

01234567890123456789012345678901
t-t-t-t-t-t-t-t—t-t-t—t-t-t-t-t—F-t-t—F-t-t—t-F-F—t-F-F-t-+-+-+-+
|6 6000 10|MOOOOBO 10 0 Floor ID |
e r T S e s Tk o LT Tt T T S A S e S e et 1

Figure 8: FLOOR-ID format

Floor ID: This field contains a 16-bit value that uniquely identifies a floor within a conference.

5.2.3. FLOOR-REQUEST-ID
The following is the format of the FLOOR-REQUEST-ID attribute.

0 1 2 3
01234567890123456789012345678901
r T S R e h o AT T T e S e e e Y
/6600 0O11|/MOOBOOBO 100 Floor Request ID |
e T e Tt A e T S e e e R R f & S

Figure 9: FLOOR-REQUEST-ID format

Floor Request ID: This field contains a 16-bit value that identifies a floor request at the floor
control server.

5.2.4. PRIORITY

The following is the format of the PRIORITY attribute.

0 1 2 3
01234567890123456789012345678901
t-t-t-t-t-t-t-t—t-t-t—t-t-t-t-t—F-t-t—F-t-t—t-F-F—t-F-F-t-+-+-+-+
|6 600 100|MOOGOOOB 10 8|Prio | Reserved |
r T S e ah e Tr Tt Tt T e e e S e e e

Figure 10: PRIORITY format

Prio: This field contains a 3-bit Priority value, as shown in Table 3. Senders SHOULD NOT use
values higher than 4 in this field. Receivers MUST treat values higher than 4 as if the value
received were 4 (Highest). The default Priority value when the PRIORITY attribute is missing
is 2 (Normal).

Value Priority

0 Lowest
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Value

1

2

3

4

BFCP

Priority
Low
Normal
High

Highest

Table 3: Priority values

January 2021

Reserved: The 13 bits in the reserved field MUST be set to zero by the sender of the message and

MUST be ignored by the receiver.

5.2.5. REQUEST-STATUS

The following is the format of the REQUEST-STATUS attribute.

0 1

0123456789012345678901234567189201

Fot-t—t-t—t-t-t—t-t -ttt -ttt -ttt —F-t -ttt —F-+-+-+-+
|06 66010 1 MO000 010 0|Request Status |Queue Position |
+-t-t-F-t-F-Ft-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Figure 11: REQUEST-STATUS format

2

Request Status: This 8-bit field contains the status of the request, as described in the following

table.

Value

6

7

Status
Pending
Accepted
Granted
Denied
Cancelled
Released

Revoked

Table 4: Request Status values
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Queue Position: This 8-bit field contains, when applicable, the position of the floor request in
the floor request queue at the server. If the Request Status value is different from Accepted, if
the floor control server does not implement a floor request queue, or if the floor control
server does not want to provide the client with this information, all the bits of this field
SHOULD be set to zero.

A floor request is in Pending state if the floor control server needs to contact a floor chair in
order to accept the floor request, but has not done it yet. Once the floor control chair accepts the
floor request, the floor request is moved to the Accepted state.

5.2.6. ERROR-CODE
The following is the format of the ERROR-CODE attribute.

0 1 2 3
01234567890 12345678901234567898901
s s e S e R s ot S e S
|6 @0 011 0|M| Length | Error Code |
e S e e Sk Sk et St (T S T S S S A S

Error Specific Details |
/
t-t-t-t-t-t-t-t-t-t-t-t-t-t-+-+-+

| Padding |
e S e e e S S S At it e St S S A B R R S S S A A it

I
I
/
/
I

Figure 12: ERROR-CODE format

Error Code: This 8-bit field contains an error code from the following table. If an error code is
not recognized by the receiver, then the receiver MUST assume that an error exists, and
therefore that the original message that triggered the Error message to be sent is processed,
but the nature of the error is unclear.

Value Meaning

1 Conference Does Not Exist
2 User Does Not Exist
3 Unknown Primitive

4 Unknown Mandatory Attribute
5 Unauthorized Operation
6 Invalid Floor ID

7 Floor Request ID Does Not Exist
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Value Meaning

8 You have Already Reached the Maximum Number of Ongoing Floor Requests for
This Floor
9 Use TLS

10 Unable to Parse Message
11 Use DTLS

12 Unsupported Version

13 Incorrect Message Length

14 Generic Error

Table 5: Error Code meaning

Note: The Generic Error error code is intended to be used when an error occurs and
the other specific error codes do not apply.

Error Specific Details: Present only for certain error codes. In this document, this field is
present only for Error Code 4 (Unknown Mandatory Attribute). See Section 5.2.6.1 for its
definition.

Padding: One, two, or three octets of padding added so that the contents of the ERROR-CODE
attribute is 32-bit aligned. If the attribute is already 32-bit aligned, no padding is needed.

The Padding bits MUST be set to zero by the sender and MUST be ignored by the receiver.

5.2.6.1. Error Specific Details for Error Code 4
The following is the format of the Error Specific Details field for Error Code 4.

0 1 2 3
012345678901234567890123456789201
s S S S s s T R T L T R T R At (ot B
| Unknown Type|R| Unknown Type|R| Unknown Type|R| Unknown Type|R]|
s S e e ks et (T L R S S S T S P e e O S S S e S
} +—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—l
| | Unknown Type|R| Unknown Type|R]|
s S S S s st S e R ik it I S R
| Unknown Type|R| Unknown Type|R]|
s S R e R e e e S

Figure 13: Unknown attributes format
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Unknown Type: These 7-bit fields contain the Types of the attributes (which were present in the
message that triggered the Error message) that were unknown to the receiver.

Reserved (R): This bit is reserved. It MUST be set to zero by the sender of the message and MUST
be ignored by the receiver.

5.2.7. ERROR-INFO
The following is the format of the ERROR-INFO attribute.

0 1 2 3
01234567890 1234567890123456789201
-t -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F—F-F-F-F+-+-+

|6 68011 1|M| Length |
S S S S L S A S S
I |
/ Text /
/ S T S N R R

| Padding |
R et Tl e el e e S S S e e e e e e T Rl T T T et T L L B

Figure 14: ERROR-INFO format

Text: This field contains UTF-8 encoded text [9].

In some situations, the contents of the Text field may be generated by an automaton. If this
automaton has information about the preferred language of the receiver of a particular
ERROR-INFO attribute, it MAY use this language to generate the Text field.

Padding: One, two, or three octets of padding added so that the contents of the ERROR-INFO
attribute is 32-bit aligned. The Padding bits MUST be set to zero by the sender and MUST be
ignored by the receiver. If the attribute is already 32-bit aligned, no padding is needed.

5.2.8. PARTICIPANT-PROVIDED-INFO

The following is the format of the PARTICIPANT-PROVIDED-INFO attribute.

0 1 2 3
01234567890 1234567890123456789201
t-t-t-t-t-t-t-t—t-t-t-t-t—t—t—F—F—F—F—F—F -ttt -t -F-F-F-F-F-+-+-+

|6 @06 100 06|M| Length |
-ttt -+-+-+-+
| |
/ Text /
/ +-t-t-t-t-t-+-+-+

| | Padding |
N g S s S g

Figure 15: PARTICIPANT-PROVIDED-INFO format
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Text: This field contains UTF-8 encoded text [9].

Padding: One, two, or three octets of padding added so that the contents of the PARTICIPANT-
PROVIDED-INFO attribute is 32-bit aligned. The Padding bits MUST be set to zero by the sender
and MUST be ignored by the receiver. If the attribute is already 32-bit aligned, no padding is
needed.

5.2.9. STATUS-INFO
The following is the format of the STATUS-INFO attribute.

0 1 2 3
012345678901234567890123456789801
tot—t-t-t-t-t-t—F—F—t-t-t-t-t-F—F—F—F-t-t-t-t-F—F—F-F-F-+-+-+-+-+
|6 8610680 1|M| Length |
t—t—t-t-t-t-t—t—F—F—t-F-+-+-+-+—+

/ Text /
/ Fott—t—t—F—F-+-+
| | Padding |
T g S S s S g

Figure 16: STATUS-INFO format

Text: This field contains UTF-8 encoded text [9].

In some situations, the contents of the Text field may be generated by an automaton. If this
automaton has information about the preferred language of the receiver of a particular
STATUS-INFO attribute, it MAY use this language to generate the Text field.

Padding: One, two, or three octets of padding added so that the contents of the STATUS-INFO
attribute is 32-bit aligned. The Padding bits MUST be set to zero by the sender and MUST be
ignored by the receiver. If the attribute is already 32-bit aligned, no padding is needed.

5.2.10. SUPPORTED-ATTRIBUTES
The following is the format of the SUPPORTED-ATTRIBUTES attribute.
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0 1 2 3
0123456789012345678901234567189201
Fot-t—t-t—t-t-t—t-t -ttt -ttt -ttt —F-t -ttt —F-+-+-+-+
|6 @0 101 0|M| Length | Supp. Attr. |R| Supp. Attr. |R|
+-t-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-F+-+-+-+
| Supp. Attr. |R| Supp. Attr. |R| Supp. Attr. |R| Supp. Attr. |R|
tot-t-t-t-F-t-t—F-t -ttt -ttt -ttt —F-t -ttt —F-+-+-+-+

I
/
t-t-t-t-t-F-t-t-F-t-F-t-+-F-+-+-+
| Padding |
tot-t—t-t-F-t-t—t-t-F-t-+—F-+-+-+

/
/
Fot—t-t-t—t-t—t-t -ttt -t—t-

Figure 17: SUPPORTED-ATTRIBUTES format

Supp. Attr.: These fields contain the BFCP attribute types that are supported by the floor control
server. See Table 2 for the list of BFCP attributes.

Reserved (R): This bit MUST be set to zero upon transmission and MUST be ignored upon
reception.

Padding: One, two, or three octets of padding added so that the contents of the SUPPORTED-
ATTRIBUTES attribute is 32-bit aligned. If the attribute is already 32-bit aligned, no padding is
needed.

The Padding bits MUST be set to zero by the sender and MUST be ignored by the receiver.

5.2.11. SUPPORTED-PRIMITIVES
The following is the format of the SUPPORTED-PRIMITIVES attribute.

0 1 2 3
012345678901 234567890123456789201
et e e e etk ST I Tl e S e el e A e e Sl e Sl e el e e
/@ @0 101 1|M| Length | Primitive | Primitive |
et T e e e Tl T S T e e e
| Primitive | Primitive | Primitive | Primitive |
R kT e e L e e o e
I |
/ /
/ S I S T e
| | Padding |
et e e e etk ST I Tl e S e el e A e e Sl e Sl e el e e

Figure 18: SUPPORTED-PRIMITIVES format

Primitive: These fields contain the types of the BFCP messages that are supported by the floor
control server. See Table 1 for the list of BFCP primitives.
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Padding: One, two, or three octets of padding added so that the contents of the SUPPORTED-
PRIMITIVES attribute is 32-bit aligned. If the attribute is already 32-bit aligned, no padding is
needed.

The Padding bits MUST be set to zero by the sender and MUST be ignored by the receiver.

5.2.12. USER-DISPLAY-NAME
The following is the format of the USER-DISPLAY-NAME attribute.

0 1 2 3
012345678901 234567890123456789201
Fot—t—t-t-t -t -ttt -ttt -ttt -ttt -ttt -+t -+t -F-+-+-+
06001186 0[M| Length | |

S S A R S R RS

| |
/ Text /
/ Fodtotot—t-t-t—+—+

| | Padding |
s S e e it e s S S e S s S T T S et ek s et It 2

Figure 19: USER-DISPLAY-NAME format

Text: This field contains the UTF-8 encoded name of the user.

Padding: One, two, or three octets of padding added so that the contents of the USER-DISPLAY-
NAME attribute is 32-bit aligned. The Padding bits MUST be set to zero by the sender and MUST
be ignored by the receiver. If the attribute is already 32-bit aligned, no padding is needed.

5.2.13. USER-URI

The following is the format of the USER-URI attribute.

0 1 2 3
01234567896061234567890123456738901

-t -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F—F-F-F-F+-+-+
|6 6061180 1|M| Length |
S S S L S A S S
/ Text /
/ N A S R

| Padding |
tot-t-t-t-t-t ottt -ttt —F—F—F—F—F—F—F-F-F-F-F-F-F-F-+-+-+

Figure 20: USER-URI format

Text:
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This field contains the UTF-8 encoded user's contact URI, that is, the URI used by the user to
set up the resources (e.g., media streams) that are controlled by BFCP. For example, in the
context of a conference set up by SIP, the USER-URI attribute would carry the SIP URI of the
user.

Messages containing a user's URI in a USER-URI attribute also contain the user's User
ID. This way, a client receiving such a message can correlate the user's URI (e.g., the
SIP URI the user used to join a conference) with the user's User ID.

Padding: One, two, or three octets of padding added so that the contents of the USER-URI
attribute is 32-bit aligned. The Padding bits MUST be set to zero by the sender and MUST be
ignored by the receiver. If the attribute is already 32-bit aligned, no padding is needed.

5.2.14. BENEFICIARY-INFORMATION

The BENEFICIARY-INFORMATION attribute is a grouped attribute that consists of a header,
which is referred to as BENEFICIARY-INFORMATION-HEADER, followed by a sequence of
attributes. The following is the format of the BENEFICIARY-INFORMATION-HEADER:

0 1 2 3
01234567890 1234567890123456789801
s s S e T e T e  ah e et (R R S S S A
|6 @06 111 0|M| Length | Beneficiary ID |
t-t-t-t-t-t—t—t—t-t-t-t-t-t—F—F—t-t-t-F-t-t—F—F -ttt -F-+-+-+-+-+

Figure 21: BENEFICIARY-INFORMATION-HEADER format

Beneficiary ID: This field contains a 16-bit value that uniquely identifies a user within a
conference.

The following is the ABNF (Augmented Backus-Naur Form) [5] of the BENEFICIARY-
INFORMATION grouped attribute. (EXTENSION-ATTRIBUTE refers to extension attributes that
may be defined in the future.)

BENEFICIARY-INFORMATION = BENEFICIARY-INFORMATION-HEADER
[USER-DISPLAY-NAME]
[USER-URI]
*EXTENSION-ATTRIBUTE

Figure 22: BENEFICIARY-INFORMATION format

5.2.15. FLOOR-REQUEST-INFORMATION

The FLOOR-REQUEST-INFORMATION attribute is a grouped attribute that consists of a header,
which is referred to as FLOOR-REQUEST-INFORMATION-HEADER, followed by a sequence of
attributes. The following is the format of the FLOOR-REQUEST-INFORMATION-HEADER:
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0 1 2 3

01234567890123456789012345678901
tot—t-t-t-t-t-t—F-F-t-t-t-t-t-F—F—F—t-t-t-t-t-F—F—F-t-F-t-+-+-+-+
|0 111 1|M| Length | Floor Request ID |
+-+-t-F-F-F-F-F-F-F-F-F-F-F-t-F—F—F-F-F-F-F-F-F—F—F-F-F-F-+-+-+-+

Figure 23: FLOOR-REQUEST-INFORMATION-HEADER format

Floor Request ID: This field contains a 16-bit value that identifies a floor request at the floor
control server.

The following is the ABNF of the FLOOR-REQUEST-INFORMATION grouped attribute.
(EXTENSION-ATTRIBUTE refers to extension attributes that may be defined in the future.)

FLOOR-REQUEST-INFORMATION = FLOOR-REQUEST-INFORMATION-HEADER

[OVERALL-REQUEST-STATUS]

1*FLOOR-REQUEST-STATUS
[BENEFICIARY-INFORMATION]
[REQUESTED-BY-INFORMATION]
[PRIORITY]
[PARTICIPANT-PROVIDED-INFO]

*EXTENSION-ATTRIBUTE

Figure 24: FLOOR-REQUEST-INFORMATION format

5.2.16. REQUESTED-BY-INFORMATION

The REQUESTED-BY-INFORMATION attribute is a grouped attribute that consists of a header,
which is referred to as REQUESTED-BY-INFORMATION-HEADER, followed by a sequence of
attributes. The following is the format of the REQUESTED-BY-INFORMATION-HEADER:

0 1 2 3
0123456789012345678901234567898901
s s e S e R s ot S e S
|6 @100 06 0|M| Length | Requested-by ID |
s S e e e s S S S e S e e e S At At Sl S S S A

Figure 25: REQUESTED-BY-INFORMATION-HEADER format
Requested-by ID: This field contains a 16-bit value that uniquely identifies a user within a
conference.

The following is the ABNF of the REQUESTED-BY-INFORMATION grouped attribute. (EXTENSION-
ATTRIBUTE refers to extension attributes that may be defined in the future.)
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REQUESTED-BY-INFORMATION = REQUESTED-BY-INFORMATION-HEADER
[USER-DISPLAY-NAME ]
[USER-URI]
*EXTENSION-ATTRIBUTE

Figure 26: REQUESTED-BY-INFORMATION format

5.2.17. FLOOR-REQUEST-STATUS

The FLOOR-REQUEST-STATUS attribute is a grouped attribute that consists of a header, which is
referred to as FLOOR-REQUEST-STATUS-HEADER, followed by a sequence of attributes. The
following is the format of the FLOOR-REQUEST-STATUS-HEADER:

0 1 2 3
012345678901234567890123456789801
dt-t-t-t-t—t—t—t—t-t-t-t-t—F—F -ttt -F-F-t—F—F -ttt -F-F-+—F+-+-+
|6 @100 06 1|M| Length | Floor ID |
+-+-+-F-F-+-+-F+-F-+-F-F-F-+-Ft-F-F-+-F-F-F-+-F-F-F-+-F-F-+-+-+-+-+

Figure 27: FLOOR-REQUEST-STATUS-HEADER format

Floor ID: this field contains a 16-bit value that uniquely identifies a floor within a conference.

The following is the ABNF of the FLOOR-REQUEST-STATUS grouped attribute. (EXTENSION-
ATTRIBUTE refers to extension attributes that may be defined in the future.)

FLOOR-REQUEST-STATUS = FLOOR-REQUEST-STATUS-HEADER
[REQUEST-STATUS]
[STATUS-INFO]
*EXTENSION-ATTRIBUTE

Figure 28: FLOOR-REQUEST-STATUS format

5.2.18. OVERALL-REQUEST-STATUS

The OVERALL-REQUEST-STATUS attribute is a grouped attribute that consists of a header, which
is referred to as OVERALL-REQUEST-STATUS-HEADER, followed by a sequence of attributes. The
following is the format of the OVERALL-REQUEST-STATUS-HEADER:

0 1 2 3
012345678901234567890123456789201
t-t-t-t-t-t—t—t—t-t-t-t-t-t—F—F—t-t-t-F-t-t—F—F -ttt -F-+-+—+-+-+
|6 @100 10|M| Length | Floor Request ID |
dt-t-t-t-t—t—t—t-t-t-t-t-t—F—F -ttt -F-F-t—F—F -ttt -F-F-+—F+-+-+

Figure 29: OVERALL-REQUEST-STATUS-HEADER format
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Floor Request ID: This field contains a 16-bit value that identifies a floor request at the floor
control server.

The following is the ABNF of the OVERALL-REQUEST-STATUS grouped attribute. (EXTENSION-
ATTRIBUTE refers to extension attributes that may be defined in the future.)

OVERALL-REQUEST-STATUS = OVERALL-REQUEST-STATUS-HEADER
[REQUEST-STATUS]
[STATUS-INFO]
*EXTENSION-ATTRIBUTE

Figure 30: OVERALL-REQUEST-STATUS format

5.3. Message Format

This section contains the normative ABNF (Augmented Backus-Naur Form) [5] of the BFCP
messages. Extension attributes that may be defined in the future are referred to as EXTENSION-
ATTRIBUTE in the ABNF.

5.3.1. FloorRequest

Floor participants request a floor by sending a FloorRequest message to the floor control server.
The following is the format of the FloorRequest message:

FloorRequest = COMMON-HEADER
1*xFLOOR-ID
[BENEFICIARY-ID]
[PARTICIPANT-PROVIDED-INFO]
[PRIORITY]
*EXTENSION-ATTRIBUTE

Figure 31: FloorRequest format

5.3.2. FloorRelease

Floor participants release a floor by sending a FloorRelease message to the floor control server.
Floor participants also use the FloorRelease message to cancel pending floor requests. The
following is the format of the FloorRelease message:

FloorRelease = COMMON-HEADER
FLOOR-REQUEST-ID
*EXTENSION-ATTRIBUTE

Figure 32: FloorRelease format
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5.3.3. FloorRequestQuery

Floor participants and floor chairs request information about a floor request by sending a
FloorRequestQuery message to the floor control server. The following is the format of the
FloorRequestQuery message:

FloorRequestQuery = COMMON-HEADER
FLOOR-REQUEST-ID
*EXTENSION-ATTRIBUTE

Figure 33: FloorRequestQuery format

5.3.4. FloorRequestStatus

The floor control server informs floor participants and floor chairs about the status of their floor
requests by sending them FloorRequestStatus messages. The following is the format of the
FloorRequestStatus message:

FloorRequestStatus = COMMON-HEADER
FLOOR-REQUEST-INFORMATION
*EXTENSION-ATTRIBUTE

Figure 34: FloorRequestStatus format

5.3.5. UserQuery

Floor participants and floor chairs request information about a participant and the floor
requests related to this participant by sending a UserQuery message to the floor control server.
The following is the format of the UserQuery message:

UserQuery = COMMON-HEADER
[BENEFICIARY-ID]
*EXTENSION-ATTRIBUTE

Figure 35: UserQuery format

5.3.6. UserStatus

The floor control server provides information about participants and their related floor requests
to floor participants and floor chairs by sending them UserStatus messages. The following is the
format of the UserStatus message:
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UserStatus = COMMON-HEADER
[BENEFICIARY-INFORMATION]
*FLOOR-REQUEST-INFORMATION
*EXTENSION-ATTRIBUTE

Figure 36: UserStatus format

5.3.7. FloorQuery

Floor participants and floor chairs request information about a floor or floors by sending a
FloorQuery message to the floor control server. The following is the format of the FloorQuery
message:

FloorQuery = COMMON-HEADER
*FLOOR-ID
*EXTENSION-ATTRIBUTE

Figure 37: FloorQuery format

5.3.8. FloorStatus

The floor control server informs floor participants and floor chairs about the status (e.g., the
current holder) of a floor by se